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MEMORANDUM FOR: Deputy to the DCI for Resource Management 


FROM: John F. Blake 
o Deputy Director for Administration 


SUBJECT: Satellite Reconnaissance Security 
Policy Alternatives (C) 


1. (C) We have reviewed the final issue paper on 
Satellite Reconnaissance Security Policy Alternatives and 
find the paper basically incorporates the conflicting views 
of the differing parties on this matter. It would appear 
that probably more weight was given in the editing process 
to the State/ACDA position of opting for declassification 
of "fact of" without further study. 


2. (C) We did note that under the heading IMPLEMEN- 
TATION CONSIDERATIONS, the final paper confines those con- 
cerns as solely related to release of imagery. The point 
was made more than once to OSTP that we believed that these 
considerations applied to both declassification of "fact of" 
and release of imagery, and that the original Work Group 25X1A 
paper had stated it in that fashion. It was our belief 
that OSTP had agreed to incorporate that belief into the 
paper during a final consultation last week. 


3 (U) The paper contains some unfortunate redundancies 
which we attribute to hurried editing but, since the paper 
is now on the street, it is not worth dwelling on at this 
time. 
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4. (C) We believe that the points that need to be 
addressed during the Space Policy Review Council (SPRC) 
meeting include: oan 


As Declassification of "fact of" solely 
for SALT II without proof of capability, i.e. 
release of imagery, is an empty shell which will 
not convert any Doubting Thomases. 


b. The thought of. merely informing the 
Soviets of our declassification intentions as 
opposed to entering into consultation with them 
strikes us as ill advised in view of past Soviet 
concerns. The State Department representative 
should be asked to shed light on this problem 
as well as advising if there have been any recent 
discussions with the USSR in this area. The same 
would apply vis-a-vis the allies and the lesser 
Developed Countries. 


Cx Assuming all agree that at least some 
imagery must be released to reflect the ability 
of the United States to monitor arms verification, 
an expression of concern should be made to reflect 
Intelligence Community concern about enabling the 
USSR to take action to take better protective and 
concealment action against observation. 


ds We continue to be concerned with the 
possible loss of classified information with the 
declassification of "fact of." Although the paper 
suggests that a security plan to maintain intelligence 
discipline, there will remain a body of formerly 
cleared people who will react with a variety of 
interpretations over the meaning of declassification 
of "fact of" and some will undoubtedly believe that 
such declassification includes declassification of 
"facts about," and this may do serious harm to over- 
head collection programs. 
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e. Most importantly, we understand there are 
political reasons for desiring an immediate decision 
to delcassify, followed by development of an imple- 
mentation plan. However, we are hard pressed to 
understand why any adviser would suggest to the 
President that he make a decision without adequate 
prior staffing. We would hope that the DCI, or 
his representative, would raise that point at the 
SPRC and recommend that the suggested two month 
study be undertaken prior to a decision to declassify 
"fact of." 


5. (U) We will continue to follow this issue with interest 
as it makes its way toward decision. 


/s/ 


John F. Blake 


cc: D/Security 
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Director of Security 
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Under Secretary of the Air Force 
4C1000 Pentagon - 
697-8531 oy Reh dene 


Director, Nationa) Security Agency 
9A197 Ft. Meade 5 os 
~ 688-7111 a3 
Director, Defense Intelligence Agency 
3E258 Pentagon 
695-7353 


‘Director of Intelligence and Research 
Department of State ba tae 
6531 New State ie! 


pap oaae ea ae 
25X1A Deputy Director for Administration tite, 

7018 CIA Hatrs. wer eas veut 
25X1A Deputy Director for Science and Technology - 

6660 CIA Hatrs. 
25X1A 


Director, National Foreign Assessment Center 


a 7 Hqtrs. 


Thanks, 


___ Beverty. 
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MEMORANDUM FOR: tinder Secretary of the Air Ferce 
Ricectar, Ratianal Security Agency 
ae Director of Intelligence and Research, y 
Department of State . 
Director, Nationat Foreign Assessment Center 
Deputy Director for Administration 
Deputy Director for Science and Technology 
Deputy to the OCT for Collection Tasking | 
Director, deTense Intelbigence Agency 


25X1A_ — ~FRON: ea 
eputy to the for Resource Management 


SUBJECT: Satellite Reconnaissance Security Policy Alternatives (C) 


1. (C) An issue paper on this subject is forwarded for your review 
and comment (see Attachment 1}. It will be the basis for discussion at a 
special Space PRC meeting on 13 September. 


2. (C) We have participated in the preparation of thts paper and 
fave submitted staff tevel comments ov two previous orakts. Avewerer, 
some of our siqnificant comments have not been incorporated. The camments 
we submitted were coordinated with your representative on the [ntelli- 
gence Community Civil Space Poticy Working Group {see Attachment 2). 


25X1A -3. {C\ f would appreciate it if you would provide me with your 
formal comments on this issue by £05, Friday, 8 September 1970. Please 
25X1A forward these comments to nN cis. Room telephone 


Attachments: 
1. Satettite Reconnaissance Security | 
Policy Alternatives 
2. Intelligence Community Civd} 
Space Policy working Group ~~~: 
Representatives 


CLASSIFIED BY ——— 
EXEMPT FROM CERTRAL DEEL SSP ©S1OK 
SCHEDULE, QE_E. 0. $6662, EXIMPHOK C7: CORY: 
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% Loe Satna eee 
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August 33, 1978 


MEMORANDUM FOR: ° ‘The Secretary of State 
The Secretary wi Defense 
Director, Office of Management and Budgec 
Director, Arms Control and Disarmament Agency 
Chairman, Joint Chiefs of Staff 
Director of Central Intelligence 
Administrator, National Aeronautics and Space 
- Administration 
Director, Affice af Sctence and Techualagy Policy 


SUBJECT: Space Policy Review Committee Meeting 


The attached document was extracted from the ongoing civilian space policy 
review. Because of its matkonal security elements, declassification of the 
“Face af" puotoreconnaissance satellites will ve discussed sepazatery Sering 
a Space Folicy Keview Committee meeting on September x3, 373, 


Christine Dodson 
_. Staff Secretary 
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A. POLICY SETTING 


4R000100110001-3 


When the United Scates atatted tts space reconnaissance program in the late 
1950's and early 1960's, thére was considerable uncertainty as co foretgn 
reaction. The Fowers U-2 incident in 1960 emphasized the high potenciai for « 
major confrontation and embarrassment, yet the need for strategic intelligence 
was overpowering. The US strategy was to be as unobtrusive as possible, 
keeping the existence of the program covert and avoiding the necessity for 
foreign acknowledgment. In concert, the civil space program and benign appli- 
cations were emphasized in public and led, over the years, to implicit generai 
acceptance of remote earth sensing for a variety of purposes. 


It fs common knowledge that the US and rhe USSR use satellite reconnaissance 
monitaring techniques. For example, a recent book by former OCI William 
-Colby-~cleared by the CIA prior to publication--discusses the use of overhead 
photography for ams control verification purposes. Secretary of State William 
Rogers stated. in 1972 that survelllance satellites were one of the means used 
to monitor SALT I. Sack in che mid-29$0‘s President Jopnson in a speech in 
Tennessee extemporaneousiy stated that the US used satellite photography to 
abserve Soviet ICBM deployment. He added that this activity alone justified 
the expenditures on our space program. Furthermore, President Carter stated 
durivg a March 1977 ctadio call-in program that “as you probably know, with 
space satellite photography we . . . guarantee the security of our 

EOeURETyE 2 ee 


PD/NSC-37 revised the security policy for space intelligence activictes by 
downgrading the face chat che US conducts sazebite reconpaissance fox incelLlLi- 
gence purposes--witnaue disclestag the generic tppe—te COMPTDENTIAL CYGDS) . 
PD/NSC-37 specifies that the special product controls (over imagery and other 
space-derived data) is to be used sparingly by the DCI. 


This section examines two possible revisions to the current policy: 
-- First, a simple declaretive declassificarion only of the fact that satel- 


lite photorecannaissance is ane of the national technical means used by 
che 2S fac verificscion oF cogplieace with SALT and other arms control 


agreements. 


espionage case--involving alleged sale of sensitive 
Lice documantartan ta the Soviets--thece is presenriy no 
LEST - ta trasented during the trial as evidence. Presentiy., it 
is plannéd to enter avidence on the satellite document in question under pro- 
tective seal. ‘what must be aiveliged ppeniy in court will be deterained eres 
rime. Is mep be Tegudred nor only ta admit the “fact of? photoreconnaissance 
but also facts adout the capabilities of BS systems ta order te prosecute 
Kampiles. 


pee 
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ow= Second, &@ possible extension of this declassification to selectively 
— declasAprroyed Fen Release, 2002/00 408, a SIASRPP ShnQQ44tRQKR OO LAQO SS ¢oy - 
furthering economic, secial, YToreign policy, defense, and politics 
objectives of the US. 
B. DECLASSIFICATION OF TYE "ract or” 
Benefits and Risks. Claim is made in public forums that the SALT II agreement 
now being negotiared is unsound, in part because of public perceptions that the 
Seviets cannat he trusted toa camoly with its terms. Opponents of a SALT agree- 
ment charge thar the Savtetes tave curated aa SAL? 2 aad eet the OS ras an 
fnadequate abiiicp te verify compliance with SALT TI, In ansvering these 
charges, goverameat spckesmen are prohibited from "officfally" stating that che 
US conducts seteliite photography to monitor Seviet compifance with SALT. They 
aresrestricted to using the euphemism National Technical Means (NTM) when 
describing those elements of our verification capability. Members of Congress 
have been briefed on US monitoring techniques, however, and the fact that NI™ 
includes satellite photography is widely recognized and accepted by the press. 
and much of the informed foreign affairs community. The, term NIM, however, may 
be lost on less-aware segments of the lay public. Direct referral to satellite 
photoreconnaissance can alleviate any feeling in the public mind that the 
Administration is being evasive and is trying to cover up an inherently weak 
case for SALT. This, however, may be inadequate and it may also be necessary 
ta discuss facts about these capabilities to help allay public concern that we 
can adequately verify Soviet compliance with the terms of the agreement. 


Beclassifying the "fact of” photo-sateblite reconnaissance might enable govern- 
Meine spukesmen to Make a more effective case for a SALT II agreement. The 


concem that we can adequately verify Soviet compliance with the terms of the 
apreement. 


There are, however, risks associated with the declossification of the “fact 
of.” They are: 


-+ The classification of the "fact of" satellite reconnaissance has served as 
the first line of defense for the security of overhead {ntell{gence 
programs. After declassification, US agencies and officials could be 

under nressure, hath Legal (Freedom of Information Act (FOIAS[ and other- 

ta nrovide ever increasing fnfarmation about the cecunaartssaace 

ams, as well as imagery itself. Acknowledgment of imagery could lead 

Labatt obing and speculation ahaut even a@ore sensitive sacelittes. 

ome agencies believe this pressure may be virtually irresisrible and 
irreversible, Orher agencies believe that the line can be draw in this 
ease as in others (e.g., nuclear weapons deployments), especially since 

h 


oe 
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Soviet reaction to a public statement to rhe effecr thar we use phoro- 
reconnaissance satellites. Swhseqvent harmful consegvences in various 
arms control discussions {e.g., ASAT, CTB} and other outer-space issues 
alsa could result. At a high level we would need to inform or consult 
with the Soviets on the scope of and reasons for any change in US policy 
prior to any announcement thar might ensue. 


-- There may be adverse reaction in the UN Ourer Space Commirree to official 
US acknowledgment of its photoreconnaissance activities, particularly on 
the part af the developing countries. Some have already expressed concern 
that civil remorce sensing activities pose a threat to their aflitary and 
economic securicy. Such acknowledgment cauld result in increased pressures 

a for controls on remote sensing From sateilf{tes and possibly demands thac 

“military” satellites be banned. On the other hand, the fact is already 
widely known, and increased demand for access could likewise result. 
Acknowledgment in the context of SALT verification, however, wauld likely 
be applauded by developing countries, . 


~ aot 


C. ISSUE FOR DECISTON ON “PACT OFM 0 SS 


Some believe that, with appropriate preparation, the “fact of" can be declassi- 
fied now with real but acceprable risks to intelligence security and ro U5 
foreign and domestic policy. According to this view, we could proceed to 
publicly acknowledge that photo~-sateliite reconnaissance programs are among the 
means used by the US to verify Soviet compliance with SALT and other arms 
control agreements. They believe there is an obvious, commonsense value to the 
forrhrignt admission of whar is already widely known. Furthermore, they 
believe that implementation plans should be developed prior te public announce- 
ments on this matter. Such plans could be prepared within a few weeks and 
would include: 


-- Sh Presidential directive that (1) declassificatrion of "fact of is Limited 
to photoreconnaissance for verification of SALT and other arms control 
agreements and thac (2) all data derived from overhead reconnaissance 
remain classified and compartmented in accordance with existing guidelines. 


-- A security plan Co maintain intelligence discipline. 


-- A plan of action for informing Congress, our allies, and the Soviets prior 
to a public announcement. i 


-- Contingency nlanning ta deal with reactions af ather countries and a 
thorough set of Q's and A‘s. 


Qthers helieve that the "face of” can be declassified but that not enough is 


presencliy known about che near- and Long-term impacts on US satelitte reconnais- 


Ssance and suggest that a study af a few months is required to make the best 
ji 
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imagery from space reconnaissance, is of limited value. Further, they believe 
that prior to a decision on implementation more study is needed over the next 
few months. This scudy would evaluate the ramifications of declassifying the 
“fact of" and develop a full and detailed execution plan that would include: 2s 
security glan to maintain tatelligence discipline; a detailed consultation 
strategy with the Congress, our allies, the Soviet Union, and members of the UN 
Outer Space Committee; and cantingency strategies by tesponsible agencies, They 
also believe that the fmplementation consfderations outlined in the discussion 
on declassification of photographic imagery should be taken into account in any 
decision on the "fact of” as well, Essentially, under this approach the 
decision on declassification of che “face of" in the context of SALT verifica-— 
tion would be deferred for the few months necessary to complete the more 
detailed review. ‘ 


QD. DEULASSIFICATION OF PHOTDRECONRAISSANCE IMACERY 


Any decision to go beyond declassification of the "fact of” and ta additionally 
include a selective and phased public release of ‘photoreconnaissance imagery or 
informacion from space reconnaissance increases both risks and benefits. Any 
steps taken in this area either measured or aecisive would represent 2a signifi- 
cant Administration initiative in space that would have worldwide impact. 
Unlike other maior space initiatives-~Apolilo ox solar power satellites-- 
decsSassificaticn wonid nor have a budget impact. It is believed that the risks 
and the potential long-term benefits of such @ policy revision warrant 3 care~- 
ful assessment of chis possibility before acceptance or rejection. But, of 
course, such an assessment would be pursued only if the “fact of" were 
deciassified. 

Senet te and, Risks. The broader use of presently~eclassified daca 
autheritative data ee Supe iT subAcine {er in some cases replacing} imagery 
sources currently available to the private and public sector. ¥or example, 
eceresccanic imagery af cartographic quality has already been collected over 
mock of the world. iis exploitation has been largely limited to government 
intelligence and mapping functions. Its value to mineral and petroleum 
exploration--either in raw image form or as analyzed thematic geological map 
products --is ’ixely to be High, representing a qguantem Increase in the enplera- 
tion data base. 


Other pprenrial economic applications of such data include: land use, disaster 
assessment and relief, environmental monitoring, forestry inventories, and crop 
productivity. Some of these applications require the repetitive coverage heing 
offered by civil systems end not envisaged for intellipence systems vhich might 
be availavle to the civil comunity. Some civil uses would benefit from the 
availability of a nign-quality imagery data base in many instances even if it 
were quite old. If a decision were made to do so, much stored imagery could be 
made available today from Jower performance reconnaissance systems no longer in 
Opetation as well as curr&mtiy collected imagery. 


oh 
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SALT I1, flexztbility conic be provided in rhe BS in international aftairs by 
Lless-coustrained use of remote sensing data. WVeriffabiliry and verificaciton 
could be more credibly demonstrated with the release of imagery or informacion 
derived cthereirvum. Feacekeeping possibilities might include private ar public 
reluase of visual evidence or gnformacton and anaiysis of topendtog crisis, 
hostile actions, or tnveatening situations (weapons shipments, border viola- 
rions, nuclear catabilities}; economic development information could be pro- 
yaded without subrerfuge as to data sources. - eds é 


The risks associated with }imited declassification of satellite imagery can be 
cateporized as follows: 


-- Imagery from intelligence systems provides information on militarily 

‘significant targets such as airfields, missile deployments, etc. With 
frequent monitoring, milirary deployment and levels of military production 
can be determinad. As these capabilities are apprectated--mere directly 
relevant to the national interests of the non-majar powers--we could 
expeet teststance and pressure for restrictions by other counertes. 


—- Sorb disclegere couid be expected ta lead ca questtans as ta che legizi- 
macy of military uses of oucer space systems. The Outer Space Treary 
reserves the use of space for "peaceful purposes.” Some states, such as 
Japan, tave akready called for dewilitarizarion of space. The release of 
imagery could exacervate these demandes. 


-- The Soviets have caincained the basis for flexibly distinguishing between 
Lepitinate and tllepgitimate remote earth sensing. They recognize a 
sanctuary only for "NIM*’s.” Use of cameras in space far orher purposes 
‘SuttTol wenttoring they seonsider esotonage. Mecloenre at the 
y would stimulate discussion throughout the international 
ommunity--not just the communist bloc, but the non-alligned countries 
78 well as cor al}des--of limitations on remote sensing, The Soviets may 


q 


as 
also use the release of imagery to attempt to justify their ASAT accivities, 


-- Nisclosure of selected imagery provides some information on the design and 
capabilities of the imaging system. For film return systems, chis may be 
more dvuceptabie, although the implications could cause adversary narions 
to increase concealment measures. 


oa The security risk in unclassified use of the products of the Jatese 
perational systems would be high. A poticy of unclassified retease of 
the most current imagery could not be readily reversed. Thos, the extent 
to which the decision toa declassify satellite imagery would impact on a 
later option to provide special security protection for new eystems must 
ve carefully weiphed. 
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Shouia the addiricnat terision be taken to selectively release imagery, 3 
numbet of additional factors would have to be taken into account in formulating 
an impfiementation tian. Certain of the factors are summarized detuw. 


The SSK. The USSR is sensitive to world opinion about che relative cechno- 
Logical capabiliries of the US and rhe Soviet Union. Comparisons between 
Soviet and US imagery capabilities produced by US release of imagery, would 
tend to cast the USSR in an unfavorable light. - Second, the Seviets could view 
a public policy change as casting doubt on their ability to prevent “espionage” 
from outer space. For internal and international prestige reasons, they might 
choose to take a hard tine, Including a more negative posture in ASAT negoct- 
ations, sugmented development of theiz ASAT systems, and renewed efforts In the 
WN tq establish stringent Limitations an the conducr of remoce sensing activi- 
ties. Last, deciassification could be viewed as a form of tnrermational “one- 
upsmanship” by the US, espectally in light of current US-USSR tensions. If 
imagery release were contemplated, any assessment would have to examine whether 
to inform the Soviets beforehand of the seope, purposes, and timing of any 
release, The Soviers would react mere strongly te a US decision to release 
imagery than te éeclussification of the “fact of." High level prior consulta- 
tion with the USSR may be necessary in view of out tacit agreement with them on 
photoreconnaissance use. As such, a risk-benefit analysis of declassifying 
Amagety must take Soviet reactions into account. 


Intelligence Security. The classification of the "fact of" satellite recon- 
maissance has served as the first Line of defense for the security of overhead 
space intelligence groyrams. After declagstficattan, US agenctes and offictals 
would ke under considerable pressure to provide more informacion. More 
impaccanacly, tkawever, information obtained from photography alone ts often 
ambiguaus; intelligence fudgments are derived from analysis of data from a 
variety of sources. We should not compromise other intelligence saurces and 
methads es ¢o cesult of releasing phetegraphy. Well-cheught-cut strategies of 
intormation release and management Of requests are necessary preconditions to 
even Cake sceps toward dectassifteation of imagery. 


Tesues, Recisions an the furure arganirarion of the US remete 
sensing program wouié be impacted by decisions to release previomsiy classified 
imagery. If the US sets up a new organization structure for remote sensing 
{rem space, for example, this could raise {issues conceming the future manage- 
ment of sateliite reconnaissance, particularly Lf the imagery presently classi- 
fied were declassified for wider civil applicarion. Selective release of 
imagery vovold also biuy the Line Setween civilian and atlicary-incettigence 
remoce sensing. Our herecofore highly touted international policy of open 
dissemination of remote sensing data (based on acknowledgment only of NASA 
data) would lose credibility, and new polictes would have to be examined, 


SELRET RSS CBP > S EC RR Ey 


Approved For Release 2002/01/08 :-CIA-RDP85-00821R000100110001-3. 


«There is no question that data on ace intelligence would be so under the 
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Bnimicok te the intelligpenre dtesipline and nwatiensl securiry. Eved tf tugec- 
cable guidelines were established and maintained as ta what is classified and 
why, the courts would not be bound to adhere to them in deciding FOIA cases. 
Such guidelines could be established by Presidential Directive. 


Allies. Given thar US Friends and allies are either direct or indirect bene— 
ficiaries of the US intelligence programs, their interest in pres serving unim- 
peded access (0 valid intelligence information would have to be assured thraugh 
consultations that outlined the limits and extent of planned disclosure and the 
political assessment of external (f.e., Soviet and other) reactions. Particu- 
Tar care would have to be given to the question of possihle imagery release by 
che US of data taxen over Allied countries. Much af the farefgn tntelif{vence 
supplied to NATO about Warsaw Pact. countries comes from US overhead sources. 
(As such, diplomatic repercussions might arise when it became known chat some 
ditties id Cte pase tad received sateli{te-deryved data and others had not. 


International Reactions. With the release of imagery, countries previously 
quiescent about overhead reconnaissance might decide to take r stronger 
pusitiags on tie basic questions cancer ing sovereignty and exploitation by mere 
powerful states. Many developing countries (LDC's) increasingly recognize that 
they can benefit from remote sensing. However, the LDC's generally have in the 
past argued for a restrictive legal regime governing these activities. The 
effect of a US release of imagery could be to stiffen their resolve toward a 
restrictive regime. (ne might expect that the obvious international benefits 
a€ stcategic ame canrrai wauid soften such arguments. Many, indeed, recognize 
that satellites are essential for arms control. The record of the LDC's in the 
United Nations may not be an accurate measure of real LDC responses. In fact, 
some LDC's may in the long run see it in their interest to gain access to 
better quality imagery. 


US Public Reactions. The annauncement of the “fact af” would serve to affirm 
the cammirment of the Administrarion to greater openness in government and rhe 
promotion of space operations for keeping the peace. Without public examples 
or daca quality, however, there will he many questions as ta rhe dagraa of 


public confidence in vetifiability. 
¥. RECOMMENDED ACTION ON GECLASSIFICATION OF IMAGERY 


Preliminary review suggests the need te study a new national policy in the use 
of remotely-sensed imaged data for a spectrum of US interests, both domestic 
and foreign. this canner be decided now without a thorough review. The focus 
will be on the use af remately-sensed data and the information that can be 
derived therefrom, not on the management of the collection systems which 
acquire such data. Further study is necessary that would include full and 
detaited execution and contingency plans developed well 4n advance of policy 
revision to release photevreconnaissance imagery. Analyzing che concept of a 
Space intelligence policy which looks beyond the "fact of" will fall inca faur 
phases: 


Fa 
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by selected individuals from the Departments of Defense and State, the 
Intelligence Community, the Executive Office of the President, and others 
as appropriate under the direction of the Space Policy Review Committee. 
This wiil be accomplished in 3 months. 


rdentiail review and deciston on desicustiicy gf chaage aad aggrogriaze 
3, Detadied develonmene and setting in place ef the implemenration elemenrs-- 
comsultation strategies, security planning, contingency plans--by the 


responsible agencies over a period of at least 3 months. 


4. Execvotion after final Presidential review and approval. 


| 
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S&FSS Capt. Oavid A. Messner 
F State/INR , Jaseph €. Hayes 
OIA Cdr. R. L. Seger ; 
NFAC Robert A. Johnson ; : 
ODA ! 
BOs SLT 
BS DOE SCT 
D/DCI/RM 
COMLREX 
B/BCISRE 
DIDCOT SRM 
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